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14.1 Overview of IPSG

Definition
IP Source Guard (IPSG) implements source IP address filtering based on Layer 2
interfaces to prevent malicious hosts from posing as authorized hosts by using
authorized hosts' IP addresses. In addition, IPSG prevents unauthorized hosts from
accessing or attacking networks with the IP addresses configured by themselves.

Purpose
As networks continue to increase in scale, many attackers are forging source IP
addresses to initiate network attacks (IP address spoofing attacks). Some attackers
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steal the IP addresses of authorized users to obtain network access rights and
access networks. As a result, authorized users are unable to access networks or
sensitive information may be intercepted. IPSG provides a mechanism to
effectively defend against IP address spoofing attacks.

Figure 14-1 illustrates how IPSG defends against attacks. A malicious host steals
an authorized host's IP address to obtain network access rights. IPSG is configured
on the device's user-side interface or VLAN, so the device checks the IP packets
received by the interface and discards the packets from malicious hosts to prevent
IP address spoofing attacks.

Figure 14-1 IPSG is enabled on the network
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14.2 Understanding IPSG

14.2.1 IPSG Fundamentals

IPSG checks IP packets on Layer 2 interfaces against a binding table that contains
the bindings of source IP addresses, source MAC addresses, VLANs, and inbound
interfaces. Only packets matching the binding table are forwarded, and other
packets are discarded.

Table 14-1 describes two types of binding tables: static and dynamic binding
tables.

Table 14-1 Binding tables

Type Description Applicable Scenario

Static binding
table

Manually configured using
the user-bind command.

A network has a few hosts that
use static IP addresses.

Huawei AR Series Access Routers
CLI-based Configuration Guide - Security 14 IPSG Configuration

Issue 13 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 706



Type Description Applicable Scenario

DHCP
snooping
dynamic
binding table

After DHCP snooping is
configured, hosts request IP
addresses from the DHCP
server. The device generates
DHCP snooping dynamic
binding entries according to
the DHCP reply ACK packets
returned by DHCP server.

A network has many hosts that
obtain IP addresses from the
DHCP server.

 

After the binding table is generated, the device forwards the packets from hosts
only when the packets match binding entries, and discards the packets when the
packets do not match binding entries. By default, if IPSG is enabled but no binding
table is configured, the device discards all IP packets except DHCP Request
packets.

NO TE

IPSG checks only the IP packets, but does not check non-IP packets such as ARP and PPPoE
packets.

Figure 14-2 illustrates IPSG working mechanism. When a malicious host uses an
authorized host's IP address to send packets to the Router, the Router detects that
the packets do not match binding entries, and then discards the packets.

Figure 14-2 IPSG working mechanism
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IPSG Interface Roles

IPSG can only be configured on Layer 2 physical interfaces or in VLANs, and
checks only the packets on the untrusted interfaces with IPSG enabled. IPSG
considers all interfaces to be untrusted by default. Trusted interfaces are manually
specified. IPSG trusted and untrusted interfaces are also used as trusted and
untrusted interfaces in the DHCP snooping functions. In addition, the trusted and
untrusted interfaces are also valid for IPSG based on a static binding table.

Figure 14-3 shows the IPSG interface roles:
● IF1 and IF2 are untrusted interfaces and have the IPSG function enabled. The

device performs an IPSG check on the packets received by IF1 and IF2.
● IF3 is an untrusted interface and does not have the IPSG function enabled.

The device does not perform an IPSG check on the packets received by IF3.
Therefore, IF3 is prone to attacks.

● IF4 is the trusted interface, which is manually configured. The device does not
perform an IPSG check on the packets received by IF4; however, IF4 is not
prone to attacks. On a network with DHCP snooping configured, the
interfaces directly or indirectly connected to a valid DHCP server are generally
configured as trusted interfaces.

Figure 14-3 IPSG interface roles
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IPSG Filtering

IPSG filters packets based on MAC addresses, IP addresses, VLAN IDs, and inbound
interfaces.

● When a static binding entry is configured, all the four items must be specified.
● When a dynamic binding entry is configured, you can choose the check items.

By default, IPSG checks packets against all the four options. Table 14-2
describes commonly used check methods. The usage of other combinations is
similar to those in the table, and is not provided here.
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Table 14-2 IPSG filtering

Option Description

In the interface view

Interface and Source IP
address

In the interface view, the device validates the
source IP addresses of packets, and forwards the
packets only when the source IP addresses in
packets match binding entries.

Interface and Source
MAC address

In the interface view, the device validates the
source MAC addresses of packets, and forwards
the packets only when the source IP addresses in
packets match binding entries.

Interface, Source IP
address and source
MAC address

In the interface view, the device validates the
source IP and MAC addresses of packets, and
forwards the packets only when the source IP and
MAC addresses in packets match binding entries.

Interface, Source IP
address and VLAN

In the interface view, the device validates the
source IP addresses and VLANs of packets, and
forwards the packets only when the source IP
addresses and VLANs in packets match binding
entries.

Interface, source MAC
address and VLAN

In the interface view, the device validates the
source MAC addresses and VLANs of packets, and
forwards the packets only when the source MAC
addresses and VLANs in packets match binding
entries.

Interface, Source IP
address, source MAC
address, and VLAN

In the interface view, the device validates the
source IP addresses, source MAC addresses, and
VLANs of packets, and forwards the packets only
when the source IP addresses, source MAC
addresses, and VLANs in packets match binding
entries.

In the VLAN view

VLAN and Source IP
address

In the VLAN view, the device validates the source
IP addresses of packets, and forwards the packets
only when the source IP addresses in packets
match binding entries.

VLAN and Source MAC
address

In the VLAN view, the device validates the source
MAC addresses of packets, and forwards the
packets only when the source MAC addresses in
packets match binding entries.

VLAN, Source IP
address and source
MAC address

In the VLAN view, the device validates the source
IP and MAC addresses of packets, and forwards
the packets only when the source IP and MAC
addresses in packets match binding entries.
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Option Description

VLAN, Source IP
address and interface

In the VLAN view, the device validates the source
IP addresses and interfaces of packets, and
forwards the packets only when the source IP
addresses and interfaces in packets match
binding entries.

VLAN, source MAC
address and interface

In the VLAN view, the device validates the source
MAC addresses and interfaces of packets, and
forwards the packets only when the source MAC
addresses and interfaces in packets match
binding entries.

VLAN, Source IP
address, source MAC
address and interface

In the VLAN view, the device validates the source
IP addresses, source MAC addresses, and
interfaces of packets, and forwards the packets
only when the source IP addresses, source MAC
addresses, and interfaces in packets match
binding entries.

 

14.2.2 IPSG Deployment

Generally, IPSG is configured on the interfaces or VLANs of the access device
connected to users.
● As shown in Figure 14-4, after IPSG is enabled on the user-side interface of

the device, the device performs an IPSG check on all IP packets received by
this interface.

Figure 14-4 IPSG is enabled on an interface
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Enable IPSG on 
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Router
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● As shown in Figure 14-5, after IPSG is enabled on the user-side VLAN, the

device performs an IPSG check on the IP packets received by all interfaces in
this VLAN.
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Figure 14-5 IPSG is enabled in a VLAN
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If the access device directly connected to users does not support IPSG, IPSG can be
configured on the aggregation or core device, as shown in Figure 14-6.

● For example, Router_1 connected to intranet 1 does not support IPSG, so IPSG
is configured on IF1 of Router_2 (a binding table needs to be built on
Router_2 for the hosts in intranet 1). Router_1 does not support IPSG, so the
packets from Router_1 may be IP address spoofing packets. IPSG configured
on IF1 of Router_2 can block the attack and minimize the attack scope.

● IPSG also needs to be configured on IF2 of Router_2, which is connected to
intranet 2; otherwise, intranet 2 is prone to IP address spoofing attacks.

Figure 14-6 Multi-device environment
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14.2.3 Comparison Between IPSG and Other Features

IPSG, Dynamic ARP Inspection (DAI), static ARP, and port security are network
security technologies. This section describes the differences between IPSG and
DAI, IPSG and Static ARP, IPSG and Port Security.

IPSG and DAI

IPSG and DAI use binding tables (static or DHCP snooping binding tables) to filter
packets. Table 14-3 lists their differences.
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Table 14-3 Differences between IPSG and DAI

Feature Description Usage Scenario

IPSG Filters IP packets by using
binding tables. The device
matches IP packets received by
interfaces against binding
entries, and forwards the IP
packets matching the binding
entries.

Prevent IP address spoofing attacks.
For example, a malicious host steals
an authorized host's IP address to
access the network or initiate
attacks.

DAI Filters ARP packets by using
binding tables. The device
matches ARP packets received
by interfaces against binding
entries, and forwards the ARP
packets matching the binding
entries.

Prevent man-in-the-middle attacks.
Man-in-the-middle attacks are
generally initiated through ARP
spoofing. That is, the attacker leads
traffic to itself to intercept other
hosts' information.

 

IPSG cannot prevent address conflicts. For example, when a malicious host steals
an online host's IP address, the ARP request packets sent by the malicious host will
be sent to the online host through broadcast, causing an address conflict.
Therefore, to prevent IP address conflicts, you can configure both IPSG and DAI.

For DAI configuration details, see ARP Security Configuration in the Huawei AR
Series Access Routers Configuration Guide - Security.

IPSG and Static ARP
Both IPSG based on a static binding table and static ARP support IP and MAC
binding. Table 14-4 lists their differences.

Table 14-4 Differences between IPSG and static ARP

Feature Description Usage Scenario

IPSG Builds a static binding table to
bind IP addresses to MAC
addresses. The device checks
the packets received by
interfaces, and forwards the
packets matching the binding
entries.

IPSG is generally configured on the
access device connected to users or
on the aggregation or core device
to prevent IP address spoofing
attacks from the intranet. For
example, a malicious host steals an
authorized host's IP address to
access the network.
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Feature Description Usage Scenario

Static
ARP

Builds a static ARP table to
bind IP addresses to MAC
addresses. A static ARP table is
not dynamically updated. The
device processes received
packets according to the static
ARP table.

Generally, static ARP is configured
on the gateway. The static ARP
table stores the ARP entries of key
servers to prevent ARP spoofing
attacks and ensure normal
communication between hosts and
servers.

 

Figure 14-7 shows an example of IPSG and static ARP usage.
● IPSG is configured on the router to prevent malicious hosts from changing

their own IP addresses or stealing authorized hosts' IP addresses to access the
network.

● Static ARP entries of servers are configured on the gateway to prevent
unauthorized servers from initiating ARP attacks or incorrectly updating ARP
entries, so that hosts and authorized servers can communicate with each
other normally.

Figure 14-7 IPSG and Static ARP
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The differences between IPSG and static ARP are as follows:
● Static ARP cannot prevent IP address spoofing attacks.

Assume that IPSG is not configured on the router, and static ARP entries of
hosts are configured on the gateway. When a malicious host steals an
authorized host's IP address to access the Internet, the packet forwarding
process is as follows:
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a. The packet sent by the malicious host reaches the router.
b. The router forwards the packet to the gateway.
c. The gateway forwards the packet to the Internet.
d. The return packet from the Internet reaches the gateway.
e. The gateway searches for the static ARP entry according to the

destination IP address (the IP address of the authorized host), and
considers the MAC address corresponding to this IP address as the
authorized host's MAC address. The gateway then encapsulates the
packet and forwards the packet to the router.

f. The router forwards the packet to the authorized host according to the
destination MAC address.

If the malicious host steals the IP address of an authorized host, static ARP
can prevent the malicious from accessing the network by changing the IP
address; however, the authorized host will receive a large number of invalid
reply packets. If the malicious host keeps sending such packets, the online
host will be attacked.
If the malicious host uses an idle IP address that has not been added to the
static ARP table, the attack can be initiated successfully, and the return
packets can be received by the malicious host. If you want to use static ARP to
prevent IP address stealing, you need to add all the IP addresses on the
network, including idle IP addresses to the static ARP table. This is a very
time-consuming process.
In addition, static ARP is configured on the gateway, so IP address spoofing
attacks on the network connected to the router cannot be prevented.
To prevent IP address spoofing attacks on an intranet, it is recommended that
you configure IPSG on the router.

● IPSG cannot prevent ARP spoofing attacks.
Assume that IPSG is configured on the router, and static ARP entries of hosts
are not configured on the gateway.

a. A malicious host steals an authorized host's IP address to send a fake
ARP request packet to the router.

b. The router forwards the packet to the gateway, and then the gateway
incorrectly updates the ARP entry of the authorized host. In the ARP
entry, the IP address belongs to the authorized host and the MAC address
belongs to the malicious host.

c. When the authorized host accesses the Internet, the Internet returns reply
packets to the malicious host. As a result, the authorized host cannot go
online.
In addition, the packets sent by the Internet to the authorized host are
intercepted by the malicious host.

There are two methods to solve this problem. One method is to configure
both IPSG on router and static ARP entries of hosts on the gateway; however,
configuration and maintenance are complex for a network with a large
number of hosts. Another method is to configure both IPSG and DAI on the
router. The router matches IP and ARP packets received by interfaces against
binding entries, and discards the ARP packets that do not match binding
entries. The bogus ARP packets cannot reach the gateway, so the ARP entries
will not be incorrectly modified.
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For details on static ARP, see ARP Configuration in the Huawei AR Series Access
Routers Configuration Guide - IP Services.

IPSG and Port Security
Both IPSG based on a static binding table and port security support MAC and
interface binding. Table 14-5 lists their differences.

Table 14-5 Differences between IPSG and port security

Feature Description Usage Scenario

IPSG Binds MAC addresses to
interfaces in the binding table
so that a host can only go
online through a fixed port.
The hosts of which MAC
addresses are not in the
binding table cannot go online
through the device.
The binding entries are
manually configured. If a
network has a large number
of hosts, the configuration
workload is heavy.

In addition to binding MAC
addresses to interfaces, IPSG can
bind IP addresses, MAC addresses,
VLANs, and interfaces flexibly. IPSG
prevents IP address spoofing
attacks. For example, a malicious
host steals an authorized host's IP
address to access or attack the
network.

Port
security

Converts the limited number
of dynamic MAC entries
learned by interfaces into
secure MAC entries, so that a
host can only go online
through a fixed port. The hosts
of which MAC addresses are
not in the MAC address table
cannot go online through the
device.
Secure MAC entries are
dynamically generated.

Port security prevents access of
unauthorized hosts and limits the
number of access hosts. It is
applicable to networks with a large
number of hosts.

 

Therefore, if you just want to prevent hosts with unauthorized MAC addresses
from communicating with each other and a large number of hosts reside on the
network, port security is recommended.

In addition, IPSG does not fix MAC entries, so it cannot prevent MAC address
flapping caused by incorrect MAC entry updates. As shown in Figure 14-8, when a
malicious host sends data (for example, bogus ARP packets) to the router by using
an authorized host's MAC address, the router incorrectly updates the MAC address
table. As a result, the malicious host can intercept the packets destined for the
authorized host.
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Figure 14-8 Incorrect MAC address table update
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To solve the MAC address flapping problem, you can configure the device to
generate snooping MAC entries based on binding tables.

For details about port security, see Port Security Configuration in the Huawei AR
Series Access Routers Configuration Guide - Security.

IPSG, DAI, static ARP, and port security resolve different issues and meet different
requirements. To improve network security, it is recommended that you configure
them according to your actual requirements.

14.3 Application Scenarios for IPSG

IPSG is applicable to campus networks to prevent hosts from accessing the
network by changing their IP addresses to statically configured IP addresses and
prevent unauthorized hosts from gaining network access.

Figure 14-9 shows a campus network. The actual network may have a different
address assignment plan. For most campus networks:

● If a campus network is small, the hosts and printers use static IP addresses.
● If a campus network is large, the hosts obtain IP addresses through DHCP and

some printers use static IP addresses.

IPSG is configured on the devices (Router_1 and Router_2) to which users connect.
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Figure 14-9 Typical IPSG networking
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Scenario 1: IPSG prevents hosts from accessing the network by changing
their IP addresses to statically configured IP addresses

● Hosts can only use the IP addresses allocated by the DHCP server or static IP
addresses configured by the administrator to access the network. If a host
changes its IP address without permission, the host cannot access the
network. This prevents hosts from obtaining network rights without
permission.

● Static IP addresses configured for the printers can only be used by printers,
and cannot be used by hosts to access the network.

Scenario 2: IPSG prevents unauthorized hosts from gaining network access
(static IP addresses are used on the network)

● Each host can only connect to a fixed port and cannot change the access
location. The traffic rate on ports is limited.

● Users cannot access the intranet with their own computers. This prevents
intranet resource leaks.

If hosts obtain IP addresses through DHCP, NAC (such as Portal authentication)
can be configured to prevent unauthorized host access.
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14.4 Licensing Requirements and Limitations for IPSG

Involved Network Elements

Other network elements are not required.

Licensing Requirements

IPSG is a basic feature of a router device and is not under license control.

Feature Limitations

When deploying IPSG on the router, pay attention to the following:
● 4GE-2S, 4ES2G-S,4ES2GP-S and 9ES2 cards do not support IPSG.
● AR100&AR120&AR150&AR160&AR200&AR1200&AR2200&AR3200&AR3600

series support only Layer 3 traffic monitoring.

Specifications

The IPSG static and dynamic binding entries share a limited number of resources.
The total number of entries supported by different models is as follows:

● AR100&AR120&AR150&AR160&AR200 series: 128
● AR1200 series: 256
● AR2200 series: 1024 (AR2201-48FE, AR2202-48FE: 256)
● AR3200&AR3600 series: 1024

14.5 Default Settings for IPSG

Table 14-6 describes the default settings for IPSG. The default settings can be
modified as required.

Table 14-6 Default settings for IPSG

Parameter Default Setting

IP packet check Disabled

IP packet check options checks source IP address, source MAC
address, interface, and VLAN

 

14.6 Configuring IPSG
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14.6.1 Configuring IPSG Based on a Static Binding Table

Context
IPSG based on a static binding table filters IP packets received by untrusted
interfaces, to prevent malicious hosts from stealing authorized hosts' IP addresses
to access the network without permission. This function is applicable to a LAN
where a small number of hosts reside and the hosts use static IP addresses.

Configuration Procedure

Figure 14-10 Configuration flowchart of IPSG based on a static binding table
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Perform the following operations on the device to which users connect.

Procedure

Step 1 Create a static binding entry.
Static binding entries include IPv4 and IPv6 entries. Choose one type of entries
according to your network type.
1. Run the system-view command to enter the system view.
2. Run the user-bind static { { ip-address | ipv6-address } { start-ip [ to end-

ip ] } &<1-10> | mac-address mac-address } * [ interface interface-type
interface-number ] [ vlan vlan-id [ ce-vlan ce-vlan-id ] ] command to
configure a static binding entry.

By default, no static binding entry exists.
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NO TE

IPSG matches packets against all options in the static binding entry. Ensure that the
created binding entry is correct and contains all the options to check. The device
forwards the packets from hosts only when the packets match all options in the
binding entry, and discards the packets not matching the binding entry.
The device can bind multiple IP addresses or IP address segments to the same
interface or MAC address.
– If you need to bind discontinuous IP addresses, enter 1-10 IP addresses in start-ip.

For example, you can run user-bind static ip-address 192.168.1.2 192.168.1.5
192.168.1.12 interface ethernet 2/0/0 to bind multiple IP addresses to the same
interface.

– If you need to bind continuous IP addresses, enter 1-10 IP address segments in
start-ip to end-ip. When the keyword to is used, the IP address segments cannot
overlap. For example, you can run user-bind static ip-address 172.16.1.1 to
172.16.1.4 mac-address 0001-0001-0001 to bind multiple IP addresses to the
same MAC address.

The AR100&AR120&AR150&AR160&AR200&AR1200 series do not support the
keywords ipv6-address and ce-vlan.

If a static binding entry is incorrect or the network rights of a bound host
have been changed, you can run the undo user-bind static [ interface
interface-type interface-number | { ip-address | ipv6-address } { start-ip [ to
end-ip ] } &<1-10> | mac-address mac-address | vlan vlan-id [ ce-vlan ce-
vlan-id ] ] * command to delete the entry.

Step 2 (Optional) Configure a trusted interface.

If the hosts on the network use static IP addresses, you do not need to configure
trusted interfaces. However, if the upstream interface on the device belongs to an
IPSG-enabled VLAN, configure this interface as the trusted interface; otherwise,
the return packets are discarded because they do not match the binding entries.
As a result, service will be interrupted. For the details about this problem, see
14.8.3 Service Is Abnormal Because the Upstream Interface Is Not Configured
as a Trusted Interface. After the upstream interface is configured as a trusted
interface, the device forwards the packets received by the interface without
checking them against the binding entries.

1. Run the dhcp enable command to enable DHCP globally.

By default, DHCP is not enabled globally.
2. Run the dhcp snooping enable command to enable DHCP snooping globally.

By default, DHCP snooping is disabled globally.
3. Configure the trusted interface.

– Run the dhcp snooping trusted interface interface-type interface-
number command in the VLAN view to configure the interface as the
trusted interface.

– Run the dhcp snooping trusted command in the interface view to
configure the interface as the trusted interface.

By default, interfaces are untrusted after DHCP snooping is enabled.

NO TE

The AR100&AR120&AR150&AR160&AR200&AR1200 series do not support trusted
interfaces.
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Step 3 Enable IPSG.

After a binding entry is created, IPSG does not take effect. IPSG takes effect only
after it is enabled on the specified interface (user-side interface) or VLAN. There
are two ways to enable IPSG.
● Enabling IPSG on an interface: IPSG checks all packets received by the

interface against the binding entry. Choose this method if you need to check
IP packets on the specified interfaces and trust other interfaces. In addition,
this method is convenient if an interface belongs to multiple VLANs because
you do not need to enable IPSG in each VLAN.

● Enabling IPSG in a VLAN: IPSG checks the packets received by all interfaces in
the VLAN against the binding entry. Choose this method if you need to check
IP packets in the specified VLANs and trust other VLANs. In addition, this
method is convenient if multiple interfaces belong to the same VLAN because
you do not need to enable IPSG on each interface.

NO TE

● If IPSG is enabled on an interface, IPSG takes effect only on this interface, and the
device does not perform an IPSG check on other interfaces.

● If IPSG is enabled in a VLAN, IPSG takes effect in only this VLAN, and the device does
not perform an IPSG check in other VLANs.

1. Enter the interface or VLAN view.
– Run the interface interface-type interface-number command to enter the

interface view.
– Run the vlan vlan-id command to enter the VLAN view.

2. Run the ip source check user-bind enable command to enable IP packet
check on the interface or in the VLAN.
By default, IP packet check is disabled on interfaces or in VLANs.

----End

Verifying the Configuration
● Run the display ip source check user-bind { vlan vlan-id | interface

interface-type interface-number } command to view IPSG configurations.
● Run the display dhcp static user-bind { { interface interface-type interface-

number | ip-address ip-address | mac-address mac-address | vlan vlan-id } * |
all } [ verbose ] command to view IPv4 static binding entries.
Run the display dhcpv6 static user-bind { { interface interface-type
interface-number | ipv6-address ipv6-address | mac-address mac-address |
vlan vlan-id } * | all } [ verbose ] command to view IPv6 static binding entries.

14.6.2 Configuring IPSG Based on a Dynamic Binding Table

Context
IPSG based on a dynamic binding table filters IP packets received by untrusted
interfaces, to prevent malicious hosts from stealing authorized hosts' IP addresses
to access the network without permission. This function is applicable to the LAN
where a large number of hosts reside or the hosts obtain IP addresses through
DHCP.
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Configuration Procedure

Figure 14-11 Configuration flowchart of IPSG based on a dynamic binding table
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Perform the following operations on the device to which users connect.

Procedure

Step 1 Create a dynamic binding entry.
Dynamic binding entries include IPv4 and IPv6 entries. Choose one type of entries
according to your network type.
● If IPv4 or IPv6 hosts on the network obtain IP addresses through DHCP, DHCP

snooping can be configured on the device to generate DHCP snooping
dynamic binding entries for the hosts.

a. Run the system-view command to enter the system view.
b. Run the dhcp enable command to enable DHCP.

By default, DHCP is disabled on a device.
c. Run the dhcp snooping enable command to enable DHCP snooping

globally.
By default, DHCP snooping is disabled globally.

d. Enter the VLAN or interface view.

▪ Run the vlan vlan-id command to enter the VLAN view.

▪ Run the interface interface-type interface-number command to
enter the interface view.

e. Run the dhcp snooping enable command to enable DHCP snooping in
the VLAN or on the interface.
By default, DHCP snooping is disabled in a VLAN or on an interface.

f. Configure a trusted interface in either of the following ways:

▪ Run the dhcp snooping trusted interface interface-type interface-
number command in the VLAN view to configure the interfaces in
the VLAN as trusted interfaces.
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▪ Run the dhcp snooping trusted command in the interface view to
configure the interface as a trusted interface.

By default, a DHCP snooping-enabled interface is an untrusted interface.

NO TE

The interface directly or indirectly connected to the server is generally configured
as the trusted interface. After DHCP snooping is enabled and the trusted
interface is configured, the interface on the user side generates dynamic binding
entries based on DHCP ACK messages.
The AR100&AR120&AR150&AR160&AR200&AR1200 series do not support trusted
interfaces. Before enabling DHCP snooping on an interface or in a VLAN, ensure
that the DHCP relay or DHCP server function has been enabled on this interface
or corresponding VLANIF interface; if they are not enabled, the device will not
obtain the binding entries of users.

For details about DHCP snooping configuration, see 13 DHCP Snooping
Configuration in the Huawei AR Series Access Routers Configuration Guide -
Security.

Step 2 Enable IPSG.

After a binding entry is created, IPSG does not take effect. IPSG takes effect only
after it is enabled on the specified interface (user-side interface) or VLAN. There
are two ways to enable IPSG.
● Enabling IPSG on an interface: IPSG checks all packets received by the

interface against the binding entry. Choose this method if you need to check
IP packets on the specified interfaces and trust other interfaces. In addition,
this method is convenient if an interface belongs to multiple VLANs because
you do not need to enable IPSG in each VLAN.

● Enabling IPSG in a VLAN: IPSG checks the packets received by all interfaces in
the VLAN against the binding entry. Choose this method if you need to check
IP packets in the specified VLANs and trust other VLANs. In addition, this
method is convenient if multiple interfaces belong to the same VLAN because
you do not need to enable IPSG on each interface.

NO TE

● If IPSG is enabled on an interface, IPSG takes effect only on this interface, and the
device does not perform an IPSG check on other interfaces.

● If IPSG is enabled in a VLAN, IPSG takes effect in only this VLAN, and the device does
not perform an IPSG check in other VLANs.

1. Enter the interface or VLAN view.
– Run the interface interface-type interface-number command to enter the

interface view.
– Run the vlan vlan-id command to enter the VLAN view.

2. Run the ip source check user-bind enable command to enable IP packet
check on the interface or in the VLAN.
By default, IP packet check is disabled on interfaces or in VLANs.

Step 3 (Optional) Configure the IP packet check options.
● If IPSG has been enabled in a VLAN, run the ip source check user-bind

check-item { ip-address | mac-address | interface }* command in the VLAN
view to configure the IP packet check options.
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● If IPSG has been enabled on an interface, run the ip source check user-bind
check-item { ip-address | mac-address | vlan }* command in the interface
view to configure the IP packet check options.

By default, the IP packet check options include IP address, MAC address, VLAN,
and interface. If some options are trustable or unfixed (for example, packets from
hosts may be received by different interfaces), you can perform this step. The
default values are recommended.

----End

Verifying the Configuration
● View the IPSG configuration.

Run the display ip source check user-bind { vlan vlan-id | interface
interface-type interface-number } command to view IPSG configurations.

● View the dynamic binding entries and status.
– Run the display dhcp snooping user-bind { { interface interface-type

interface-number | ip-address ip-address | mac-address mac-address |
vlan vlan-id }* | all } [ verbose ] command to view DHCP snooping
dynamic binding entries.

– Run the display dhcpv6 snooping user-bind { { interface interface-type
interface-number | ipv6-address ipv6-address | mac-address mac-address
| vlan vlan-id } * | all } [ verbose ] command to view DHCPv6 snooping
dynamic binding entries.

14.7 Configuration Examples for IPSG

14.7.1 Example for Configuring IPSG Based on the Static
Binding Table to Prevent Host to Use the IP Address of
Another Host without Permission

Networking Requirements
As shown in Figure 14-12, hosts access the enterprise internet through the Router.
The gateway is the egress device of the enterprise internet. The hosts use static IP
addresses. The administrator requires that the hosts can only use fixed IP
addresses to access the internet. Users are not allowed to use the IP address of
another host without permission to access the internet.
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Figure 14-12 Configuring IPSG based on the static binding table to prevent host
to use the IP address of another host without permission
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Configuration Roadmap
The requirement of the administrator can be met by configuring IPSG on the
Router. The configuration roadmap is as follows:

1. Configure static binding entries for Host_1 and Host_2 to fix the bindings
between IP addresses and MAC addresses of the hosts.

2. Enable IPSG on the interfaces connected to user hosts so that the hosts can
only use the fixed IP addresses to go online.

Procedure

Step 1 Create static binding entries for Host_1 and Host_2.
<Huawei> system-view
[Huawei] sysname Router
[Router] user-bind static ip-address 10.0.0.1 mac-address 0001-0001-0001
[Router] user-bind static ip-address 10.0.0.11 mac-address 0002-0002-0002

Step 2 Enable IPSG.

# Enable IPSG on Eth0/0/1 connected to Host_1.

[Router] interface ethernet 0/0/1
[Router-Ethernet0/0/1] ip source check user-bind enable
[Router-Ethernet0/0/1] quit

# Enable IPSG on Eth0/0/2 connected to Host_2.

[Router] interface ethernet 0/0/2
[Router-Ethernet0/0/2] ip source check user-bind enable
[Router-Ethernet0/0/2] quit

Step 3 Verify the configuration.
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Run the display dhcp static user-bind all command on the Router to view static
binding entries.

[Router] display dhcp static user-bind all
DHCP static Bind-table:                                                         
Flags:O - outer vlan ,I - inner vlan ,P - Vlan-mapping                          
IP Address                      MAC Address     VSI/VLAN(O/I/P) Interface       
--------------------------------------------------------------------------------
10.0.0.1                        0001-0001-0001  --  /--  /--    --       
10.0.0.11                       0002-0002-0002  --  /--  /--    --       
--------------------------------------------------------------------------------
Print count:           2          Total count:           2           

Host_1 and Host_2 can access the internet using the statically configured IP
addresses, and cannot access the internet after changing their IP addresses.

----End

Configuration Files
Router configuration file

#
sysname Router
#
user-bind static ip-address 10.0.0.1 mac-address 0001-0001-0001
user-bind static ip-address 10.0.0.11 mac-address 0002-0002-0002
#
interface Ethernet0/0/1
 ip source check user-bind enable
#
interface Ethernet0/0/2
 ip source check user-bind enable
#
return

14.7.2 Example for Configuring IPSG Based on the DHCP
Snooping Dynamic Binding Table to Prevent Host to Use the
IP Address of Another Host without Permission

Networking Requirements
As shown in Figure 14-13, hosts access the enterprise internet through Router_1,
and Router_2 functions as a DHCP server to allocate IP addresses to the hosts. The
gateway is the egress device of the enterprise internet. The administrator requires
that the hosts use dynamically allocated IP addresses. The hosts cannot change
their IP addresses to statically configured IP addresses to access the internet.
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Figure 14-13 Configuring IPSG based on the DHCP snooping dynamic binding
table to prevent host to use the IP address of another host without permission
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Configuration Roadmap
The requirement of the administrator can be met by configuring IPSG. The
configuration roadmap is as follows:

1. Configure the DHCP server (IP address pool 10.1.1.0/24) on Router_2 to
allocate IP addresses to hosts.

2. Configure DHCP snooping on Router_1. Then the hosts can obtain IP
addresses from the valid DHCP server, and the DHCP server can generate
DHCP snooping dynamic binding entries, which record the bindings of IP
addresses, MAC addresses, VLANs, and interfaces of hosts.

3. Enable IPSG in the VLAN to which the hosts belong to prevent the hosts from
accessing the internet with changed IP addresses.

Procedure

Step 1 Configure the DHCP server on Router_2.
<Huawei> system-view
[Huawei] sysname Router_2
[Router_2] vlan batch 10
[Router_2] interface ethernet 0/0/1 
[Router_2-Ethernet0/0/1] port link-type trunk
[Router_2-Ethernet0/0/1] port trunk allow-pass vlan 10
[Router_2-Ethernet0/0/1] quit
[Router_2] dhcp enable
[Router_2] ip pool 10
[Router_2-ip-pool-10] network 10.1.1.0 mask 24
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[Router_2-ip-pool-10] gateway-list 10.1.1.1
[Router_2-ip-pool-10] quit
[Router_2] interface vlanif 10
[Router_2-Vlanif10] ip address 10.1.1.1 255.255.255.0
[Router_2-Vlanif10] dhcp select global
[Router_2-Vlanif10] quit

Step 2 Configure DHCP snooping on Router_1.

# Specify the VLAN to which the interfaces belong.

<Huawei> system-view
[Huawei] sysname Router_1
[Router_1] vlan batch 10
[Router_1] interface ethernet 0/0/1 
[Router_1-Ethernet0/0/1] port link-type access
[Router_1-Ethernet0/0/1] port default vlan 10
[Router_1-Ethernet0/0/1] quit
[Router_1] interface ethernet 0/0/2 
[Router_1-Ethernet0/0/2] port link-type access
[Router_1-Ethernet0/0/2] port default vlan 10
[Router_1-Ethernet0/0/2] quit
[Router_1] interface ethernet 0/0/3 
[Router_1-Ethernet0/0/3] port link-type trunk
[Router_1-Ethernet0/0/3] port trunk allow-pass vlan 10
[Router_1-Ethernet0/0/3] quit

# Enable DHCP snooping and configure Eth0/0/3 connected to the DHCP server as
a trusted interface.

[Router_1] dhcp enable
[Router_1] dhcp snooping enable
[Router_1] vlan 10
[Router_1-vlan10] dhcp snooping enable
[Router_1-vlan10] dhcp snooping trusted interface ethernet 0/0/3

Step 3 Enable IPSG in VLAN 10 on Router_1.
[Router_1-vlan10] ip source check user-bind enable
[Router_1-vlan10] quit

Step 4 Verify the configuration.

# After the hosts go online, run the display dhcp snooping user-bind all
command on Router_1 to view dynamic binding entries of the hosts.

[Router_1] display dhcp snooping user-bind all
DHCP Dynamic Bind-table:
Flags:O - outer vlan ,I - inner vlan ,P - Vlan-mapping
IP Address       MAC Address     VSI/VLAN(O/I/P) Interface      Lease           
--------------------------------------------------------------------------------
10.1.1.254       0001-0001-0001  --  /10  /--    Eth0/0/1        2014.08.17-07:31
10.1.1.253       0002-0002-0002  --  /10  /--    Eth0/0/2        2014.08.17-07:34
--------------------------------------------------------------------------------
print count:      2     total count:      2

# The hosts can access the internet using the IP addresses dynamically allocated
by the DHCP server. After the dynamic IP addresses of the hosts are changed to
statically configured IP addresses that are different from the dynamic ones, the
hosts cannot access the internet.

----End

Configuration Files
● Router_1 configuration file

#
sysname Router_1
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#
vlan batch 10
#
dhcp enable 
#
dhcp snooping enable
#
vlan 10
 dhcp snooping enable 
 dhcp snooping trusted interface Ethernet0/0/3
 ip source check user-bind enable
#
interface Ethernet0/0/1
 port link-type access  
 port default vlan 10 
#
interface Ethernet0/0/2
 port link-type access  
 port default vlan 10 
#
interface Ethernet0/0/3
 port link-type trunk
 port trunk allow-pass vlan 10
#
return

● Configuration file of Router_2
#
sysname Router_2
#
vlan batch 10 
#
dhcp enable 
#
ip pool 10
 gateway-list 10.1.1.1
 network 10.1.1.0 mask 255.255.255.0 
#
interface Vlanif10 
 ip address 10.1.1.1 255.255.255.0 
 dhcp select global
# 
interface Ethernet0/0/1
 port link-type trunk 
 port trunk allow-pass vlan 10
# 
return

14.7.3 Example for Configuring IPSG Based on the Static
Binding Table to Prevent Unauthorized Hosts from Accessing
the intranet

Networking Requirements
As shown in Figure 14-14, hosts access the enterprise intranet through the router.
The gateway is the egress device of the enterprise intranet. The hosts use static IP
addresses. The administrator has configured interface rate limiting on the router,
and requires that the hosts use fixed IP addresses to access the intranet through
fixed ports. To ensure network security, the administrator does not allow external
hosts to access the intranet without permission.
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Figure 14-14 Configuring IPSG based on the static binding table to prevent
unauthorized hosts from accessing the intranet
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Configuration Roadmap
The requirement of the administrator can be met by configuring IPSG on the
Router. The configuration roadmap is as follows:

1. Specify the VLAN to which the interfaces belong.
2. Configure static binding entries for Host_1 and Host_2 to fix the bindings

between IP addresses, MAC addresses, and interfaces.
3. Configure Eth0/0/4 as a trusted interface. The Router does not perform an

IPSG check on the packets received by this trusted interface, so the packets
returned by the gateway will not be discarded.

4. Enable IPSG in the VLAN connected to user hosts so that Host_1 and Host_2
access the intranet using fixed IP addresses through fixed ports. In addition,
external host Host_3 cannot access the intranet.

Procedure

Step 1 Specify the VLAN to which the interfaces belong.
<Huawei> system-view
[Huawei] sysname Router
[Router] vlan batch 10
[Router] interface ethernet 0/0/1 
[Router-Ethernet0/0/1] port link-type access
[Router-Ethernet0/0/1] port default vlan 10
[Router-Ethernet0/0/1] quit
[Router] interface ethernet 0/0/2 
[Router-Ethernet0/0/2] port link-type access
[Router-Ethernet0/0/2] port default vlan 10
[Router-Ethernet0/0/2] quit
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[Router] interface ethernet 0/0/3 
[Router-Ethernet0/0/3] port link-type access
[Router-Ethernet0/0/3] port default vlan 10
[Router-Ethernet0/0/3] quit
[Router] interface ethernet 0/0/4 
[Router-Ethernet0/0/4] port link-type trunk
[Router-Ethernet0/0/4] port trunk allow-pass vlan 10
[Router-Ethernet0/0/4] quit

Step 2 Create static binding entries for Host_1 and Host_2.
[Router] user-bind static ip-address 10.0.0.1 mac-address 0001-0001-0001 interface ethernet 0/0/1
[Router] user-bind static ip-address 10.0.0.2 mac-address 0002-0002-0002 interface ethernet 0/0/2

Step 3 Configure the upstream interface Eth0/0/4 as a trusted interface.
[Router] dhcp enable
[Router] dhcp snooping enable
[Router] interface ethernet 0/0/4
[Router-Ethernet0/0/4] dhcp snooping trusted
[Router-Ethernet0/0/4] quit

Step 4 Enable IPSG in VLAN 10 connected to hosts.
[Router] vlan 10
[Router-vlan10] ip source check user-bind enable
[Router-vlan10] quit

Step 5 Verify the configuration.

# Run the display dhcp static user-bind all command on the Router to view
binding entries of Host_1 and Host_2.

[Router] display dhcp static user-bind all
DHCP static Bind-table:                                                         
Flags:O - outer vlan ,I - inner vlan ,P - Vlan-mapping                          
IP Address                      MAC Address     VSI/VLAN(O/I/P) Interface       
--------------------------------------------------------------------------------
10.0.0.1                        0001-0001-0001  --  /--  /--    Eth0/0/1
10.0.0.2                        0002-0002-0002  --  /--  /--    Eth0/0/2
--------------------------------------------------------------------------------
Print count:           2          Total count:           2           

# Host_1 and Host_2 can access the intranet. After the IP addresses of the hosts
are changed or the hosts connect to other interfaces, they cannot access the
intranet.

# When Host_3 with IP address 10.0.0.3 connects to Eth0/0/3, Host_3 cannot
access the intranet, indicating that external hosts cannot access the intranet
without permission. If Host_3 needs to access the intranet, add the entry of Host_3
to the static binding table.

----End

Configuration Files
router configuration file

#
sysname Router
#
vlan batch 10
#
dhcp enable 
#
dhcp snooping enable
user-bind static ip-address 10.0.0.1 mac-address 0001-0001-0001 interface Ethernet0/0/1
user-bind static ip-address 10.0.0.2 mac-address 0002-0002-0002 interface Ethernet0/0/2
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#
vlan 10
 ip source check user-bind enable
#
interface Ethernet0/0/1
 port link-type access  
 port default vlan 10 
#
interface Ethernet0/0/2
 port link-type access  
 port default vlan 10 
#
interface Ethernet0/0/3
 port link-type access  
 port default vlan 10 
#
interface Ethernet0/0/4
 port link-type trunk
 port trunk allow-pass vlan 10
 dhcp snooping trusted
#
return

14.8 Troubleshooting IPSG

14.8.1 IPSG Does Not Take Effect Because IPSG Is Not Enabled
on the Interface or VLAN

Fault Description

Binding entries have been generated, but the IPSG function does not take effect.

Procedure

Step 1 Check whether the IPSG function is enabled on the specified interface or VLAN.
After a binding entry is created, IPSG does not take effect. IPSG takes effect only
after it is enabled on the specified interface or VLAN.

You can enable IPSG on the interface or in the VLAN. The differences are as
follows:

● Enabling IPSG on an interface: IPSG checks all packets received by the
interface against the binding entry. Choose this method if you need to check
IP packets on the specified interfaces and trust other interfaces. In addition,
this method is convenient if an interface belongs to multiple VLANs because
you do not need to enable IPSG in each VLAN.

● Enabling IPSG in a VLAN: IPSG checks the packets received by all interfaces in
the VLAN against the binding entry. Choose this method if you need to check
IP packets in the specified VLANs and trust other VLANs. In addition, this
method is convenient if multiple interfaces belong to the same VLAN because
you do not need to enable IPSG on each interface.

IPSG takes effect only on the interface or VLAN where it is enabled, and IPSG
check is not performed on the interfaces or VALNs without IPSG enabled.
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Therefore, if IPSG does not take effect on an interface or in a VLAN, the IPSG
function may not be enabled on this interface or in this VLAN.

Step 2 Run the display ip source check user-bind { vlan vlan-id | interface interface-
type interface-number } command to check whether IPSG is enabled on the
interface or VLAN connected to access users.

Step 3 If IPSG is not enabled on the interface, run the display this command in the VLAN
view to check whether IPSG is enabled in the VLAN connected to access users.

Step 4 If IPSG is neither enabled on the interface nor enabled in the VLAN ("ip source
check user-bind enable" not displayed in the command output), run the ip source
check user-bind enable command in the interface or VLAN view to enable IPSG.

----End

14.8.2 An Authorized Host Cannot Go Online Due to the
Incorrect Static Binding Entry

Fault Description
A static binding entry has been created for the host and IPSG has been enabled;
however, the authorized host cannot go online.

Procedure

Step 1 Check whether the binding entry is correct.

Run the display dhcp static user-bind { { interface interface-type interface-
number | ip-address ip-address | mac-address mac-address | vlan vlan-id } * | all }
command to view static binding entries.

The binding entries may be incorrect, so the authorized host cannot go online.

● If the binding entry of the host is not in the binding table, add the host's
binding entry to the binding table. The router allows the packets from a host
to pass only when the host's binding entry exists in the binding table.

● If the host's entry exists in the binding table, check whether the MAC address
in the entry is the same as the host's MAC address. If the network card of the
host is replaced, the MAC address in the entry may not be updated in a timely
manner. If so, delete the entry and configure a new binding entry for the host.

● If the host's binding entry exists in the binding table, check whether the entry
contains VLAN information. If so, run the display vlan command to check
whether the interface connected to the host has been added to the VLAN. The
router allows the packets from a host to pass only when the interface
connected to this host has been added to the VLAN.

Step 2 Add a binding entry.

Run the user-bind static { { ip-address | ipv6-address } { start-ip [ to end-ip ] }
&<1-10> | mac-address mac-address } * [ interface interface-type interface-
number ] [ vlan vlan-id [ ce-vlan ce-vlan-id ] ] command.

Step 3 Delete a binding entry.
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Run the undo user-bind static [ interface interface-type interface-number | { ip-
address | ipv6-address } { start-ip [ to end-ip ] } &<1-10> | mac-address mac-
address | vlan vlan-id [ ce-vlan ce-vlan-id ] ] * command.

NO TE

The AR100&AR120&AR150&AR160&AR200&AR1200 series do not support the keywords
ipv6-address and ce-vlan.

----End

14.8.3 Service Is Abnormal Because the Upstream Interface Is
Not Configured as a Trusted Interface

Fault Description
After IPSG is enabled in a VLAN, the hosts in the VLAN cannot access the Internet.
Service on the hosts is abnormal.

Procedure

Step 1 Check whether the upstream interface belongs to the VLAN with IPSG enabled.

If the upstream interface belongs to the VLAN, configure this interface as the
trusted interface; otherwise, the return packets are discarded because they do not
match the binding entries. As a result, user service is interrupted.

As shown in Figure 14-15, Host_1 and Host_2 belong to VLAN 10. IF3 allows the
packets of VLAN 10 to pass. The static binding entries are configured on the
router for Host_1 and Host_2, and IPSG is enabled in VLAN 10. The hosts can
communicate with each other, but cannot access the Internet. Host_1 is used as an
example here to describe the fault symptom:
● Host_1 sends a packet to the Internet. When the packet reaches IF1 of the

router, the router detects that the packet matches a binding entry, and
forwards it.

● The Internet returns a packet to Host_1. When the packet reaches IF3, which
belongs to VLAN 10, the router detects that the packet does not match any
binding entry, and discards the packet.
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Figure 14-15 Service is abnormal because the upstream interface is not
configured as a trusted interface
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Step 2 Procedure.
1. Run the system-view command to enter the system view.
2. Run the dhcp enable command to enable DHCP globally.
3. Run the dhcp snooping enable command to enable DHCP snooping globally.
4. Run the interface interface-type interface-number command to enter the IF3

interface view.
5. Run the dhcp snooping trusted command to configure IF3 as a trusted

interface.

----End

14.8.4 Service Is Interrupted After IPSG Is Enabled on the
Upstream Interface

Fault Description
After IPSG is enabled on an interface, all hosts on the interface cannot access the
Internet. Service on the hosts is abnormal.

Procedure

Step 1 Check whether IPSG has been enabled on an upstream interface.

Generally, IPSG is enabled on the user-side interface, namely, the downstream
interface. If IPSG is enabled on the upstream interface, the packets returned by the
gateway may be discarded. As a result, user service is interrupted.

As shown in Figure 14-16, after static binding entries are configured on the router
for Host_1 and Host_2 and IPSG is enabled on IF1, IF2, and IF3, the hosts cannot
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access the Internet, but they can communicate with each other. Host_1 is used as
an example here to describe the fault symptom:
● Host_1 sends a packet to the Internet. When the packet reaches IF1 of the

router, the router detects that the packet matches a binding entry, and
forwards it.

● The Internet returns a packet to Host_1. When the packet reaches IF3, the
router detects that the packet does not match any binding entry, and discards
the packet.

Figure 14-16 Service is interrupted after IPSG is enabled on the upstream
interface
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Step 2 Procedure.
1. Run the display ip source check user-bind interface interface-type interface-

number command to check whether IPSG is enabled on the upstream
interface IF3.

2. If "ip source check user-bind enable" is displayed, IPSG has been enabled on
the upstream interface. Run the undo ip source check user-bind enable
command in the interface view to disable IPSG on upstream interface IF3.

----End

14.8.5 Unbound Hosts Can Go Online After IP and MAC
Bindings Are Configured

Fault Description

After IP and MAC bindings are configured, the unbound hosts can go online.
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Procedure

Step 1 Check whether static binding entries have been configured.

Run the display dhcp static user-bind { { interface interface-type interface-
number | ip-address ip-address | mac-address mac-address | vlan vlan-id } * | all }
command to view static binding entries.

If no static binding entries exist, the IP addresses and MAC addresses may not be
correctly bound. Check whether the IP addresses and MAC addresses are bound
using the arp static ip-address mac-address command. This command configures
static ARP, but not IPSG. Static ARP cannot prevent unbound hosts from going
online.

Step 2 Configure static binding entries.

Run the user-bind static { { ip-address | ipv6-address } { start-ip [ to end-ip ] }
&<1-10> | mac-address mac-address } * [ interface interface-type interface-
number ] [ vlan vlan-id [ ce-vlan ce-vlan-id ] ] command to configure static
binding entries.

After the binding entries are configured, run the ip source check user-bind
enable command on the specified interface or VLAN. Then unbound hosts cannot
go online.

----End

14.8.6 IPSG Does Not Take Effect When Dynamic IP Address
Allocation Is Used Because DHCP Snooping Is Not Configured

Fault Description

Hosts can obtain IP addresses from the DHCP server, and the IPSG function is
enabled; however, IPSG does not take effect.

Procedure

Step 1 Check whether the DHCP snooping binding table exists.

When hosts obtain IP addresses through DHCP, IPSG checks packets received by
interfaces based on the DHCP snooping dynamic binding table. The device
automatically generates DHCP snooping binding entries for online hosts only after
the DHCP snooping function is enabled.

Step 2 Run the display dhcp snooping user-bind { { interface interface-type interface-
number | ip-address ip-address | mac-address mac-address | vlan vlan-id }* | all }
command to view DHCP snooping binding entries.

If no dynamic binding entry exists, configure DHCP snooping according to 14.6.2
Configuring IPSG Based on a Dynamic Binding Table. The major configuration
steps are as follows:

1. Enable DHCP snooping globally.
2. Enable DHCP snooping on an interface or in a VLAN.
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3. Configure the trusted interface.

After DHCP snooping is configured, the device generates DHCP snooping entries
for the hosts when the hosts go online again. Then IPSG takes effect. If you enable
IPSG before the device generates DHCP snooping dynamic binding entries, the
device rejects all IP packets except DHCP Request packets. In this situation,
communication service on the hosts is affected. Therefore, before enabling the
IPSG function, configure the DHCP snooping function to enable the device to
generate dynamic binding entries.

----End

14.9 FAQ About IPSG

14.9.1 Does a Router Support the Binding of One Interface
and Multiple IP Addresses

A router supports the binding of one interface and multiple IP addresses.
● If you need to bind discontinuous IP addresses to an interface, enter 1-10 IP

addresses in the command. For example, bind IP addresses 10.1.1.2, 10.1.1.5
and 10.1.1.12 to Eth2/0/0.

<Huawei> system-view
[Huawei] user-bind static ip-address 10.1.1.2 10.1.1.5 10.1.1.12 interface ethernet 2/0/0

● If you need to bind continuous IP addresses to an interface, enter 1-10 IP
address segments in the command. That entered IP address segments cannot
overlap. For example, bind IP address segments 10.2.1.1-10.2.1.10 and
10.2.1.20-10.2.1.30 to Eth2/0/0.

<Huawei> system-view
[Huawei] user-bind static ip-address 10.2.1.1 to 10.2.1.10 10.2.1.20 to 10.2.1.30 interface ethernet 
2/0/0

14.9.2 Does a Router Support the Binding of One MAC
Address and Multiple IP Addresses

A router supports the binding of one MAC address and multiple IP addresses.
● If you need to bind discontinuous IP addresses to a MAC address, enter 1-10

IP addresses in the command. For example, bind IP addresses 10.1.1.2,
10.1.1.5, and 10.1.1.12 to MAC address 0001-0001-0001.

<Huawei> system-view
[Huawei] user-bind static ip-address 10.1.1.2 10.1.1.5 10.1.1.12 mac-address 0001-0001-0001

● If you need to bind continuous IP addresses to a MAC address, enter 1-10 IP
address segments in the command. That entered IP address segments cannot
overlap. For example, bind IP address segments 10.2.1.1-10.2.1.10 and
10.2.1.20-10.2.1.30 to MAC address 0002-0002-0002.

<Huawei> system-view
[Huawei] user-bind static ip-address 10.2.1.1 to 10.2.1.10 10.2.1.20 to 10.2.1.30 mac-address 
0002-0002-0002
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14.9.3 Which Router Models Support IPSG

Table 14-7 IPSG-capable router models

Version Product

V200R003 and earlier versions Supported by only the 8FE1GE and
24GE cards of the AR2200&AR3200
4GE-2S, 4ES2G-S,4ES2GP-S and 9ES2
cards do not support IPSG.
AR150&AR200&AR1200 series do not
support IPSG.

V200R005C10 and later versions Supported by all models.
Because IPSG supports Layer 2 and
Layer 3 traffic monitoring, so
AR100&AR120&AR150&AR160&AR200
&AR1200&AR3600 series support only
Layer 3 traffic monitoring.
NOTE

4GE-2S, 4ES2G-S, 4ES2GP-S and 9ES2 cards
do not support IPSG.
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